
CT218 - Material to study for the Examination

FORMAT of the EXAMINATION: 100% Multiple Choice Questions

This means that for each question you will be asked to select the correct answer out of 5 possible answers.  (see sample questions)

The majority of the questions are in the form:

“Which of the following statements is TRUE”  or “Which of the following statements is NOT true”

or “which of the following statements it the most appropriate”, followed by 5 statements.   

Some questions comprise 2 parts and you will be asked to identify the answer where both parts are true, or both are false.

Some questions require you to apply your judgment, as well as knowledge.

You are advised to study the material outlined below, which is the minimum you need to know if you want to do well in the examination.  You should study the course notes and additional material provided in the lectures, as well as study the relevant chapters of the textbook “Professional Issues in Software Engineering by Frank Bott et al.” from the reading list [hereafter referred to as [Bott]

You should also look in some depth at the following cases:

· Amazon v Privacy International (ref. Lecture 6/slide 18)

· The Intel v Epic saga (ref. Lecture 6, slide 23)

· The Doubleclick v Junkbusters saga (ref. lecture 6,  slide 21 and additional material to Lecture 10)

· Antiquesportfolio.com  (additional material to Lecture 10)

You are not expected to know the precise case reference, year or court, nor to have studied every detail of the case, but for each case you should know who are the main parties involved (e.g. Amazon, Junkbusters, Intel, etc.), what the case was about, what decision was made and what point it illustrates.

===========================================================================

Company Law

Main Sources: course notes Lectures 2 and 3, Bott chapter 2


· The types of companies in English law

· What is required to form a company:

· the people involved (e.g. Shareholders, Directors, Company Secretary)

· who can be a shareholder / Director / Company Secretary

· what are their obligations, rights, liabilities

· the documents (e.g. Memorandum of Association, Articles of Association)

· information about the Company (type of company, name, registered office, share capital, nominal value of the shares, etc.)

· What happens when a company goes bankrupt 

· The company’s shares – who can buy them, at what price, etc.

You should know the answer to questions similar to the ones below:

· What types of companies exist under English law

· What information is contained in the Memorandum of Association

· What information is contained in the Articles of Association

· What information does the company need to keep on the Shareholders and on the Directors

· Who can be a shareholder or a Director

· What is the liability of the Shareholder,  what is the liability of the Directors

· Who are the people (or categories of people) involved in forming a company

Contract Law / Software contracts

Main Sources: course notes Lecture 5,  Bott chapter 5

Non Disclosure Agreements (example provided with the course notes)

· what is their purpose

· who do they apply to

· when are they appropriate

· what should they contain  (e.g. the parties to the Agreement, the date of the Agreement, the object 
of the Agreement, the consideration, the undertakings of each party,  the signature of the parties, etc.)  

Software contracts: 

· What should a software contract contain?  

· The rights and obligations of the Developers 

· The rights and obligations of the Client 

Licensing Agreements:  

· The types of licensing Agreements, 

· What rights to they confer 

· When they are appropriate

The Data Protection Act   

(sources: Course notes Lecture 7, Blue booklet on FARSTARS, Dataprotection  website)

You are not expected to become experts on all aspects of the DPA, but to be familiar with its basic provisions, more specifically:

· The various definitions (Data Subject, Personal Data, etc.)

· The 8 Principles of the DPA (in some detail, i.e. what they imply),  the FARSTARS equivalent

· When do they apply

· What are the rights of the Data Subjects under the Act

· What are the obligations of the Data Controller

· Who needs to Notify the Office of the Information Commissioner / who doesn’t need to notify

· Who has to comply with the provisions of the Act 

· etc.  (the list above is NOT exhaustive)

You should be able to answer questions similar to those:

· What/who is the data controller

· What are the main obligations of the Data Controller

· What is meant by processing

· What constitutes Personal Data

· What constitutes Sensitive Personal Data

· What is a Data Subject

· In which countries is it legal to transfer data  / In which countries is it not legal to transfer data

PRIVACY

Main Sources: course notes Lecture 6, cases

The different kinds of privacy

· What are PETs and PITs

· What are cookies and web bugs/web beacons, what are they used for, what information can they provide, what information can they NOT provide  / do they constitute a threat to security or are they a legitimate business practice

· What can the user do to protect themselves against attacks on their privacy

· Review the cases mentioned in the course notes, such as:

· Complaint of Privacy International.org  against Amazon 

· the Doubleclick saga (doubleclick vs. Junkbusters)

· the saga of Intel Pentium III and PSN

Intellectual Property

Main Sources: course notes Lecture 10 and additional material, Bott chapter 6, cases.

This is an important subject, which you should study carefully.  More specifically, you should study the following topics:

The various forms of protection  (copyright, patent, licensing agreements, confidentiality agreements, registered trademarks, registered design)

· What they are, what each of them cover, what they don’t cover

· Do they require registration

· Explicit and implicit rights and obligations

· What’s allowed and what isn’t

· What protection they offer / their limits

· When they are appropriate

· What are the penalties for breach

Domain names and domain names regulatory bodies; cybersquatting  

Case: Antiquesportfolio.com   

The Computer Misuse Act  

Main Sources: course notes Lecture 10, Bott chapter 11

The purpose of the Act 

The 3 offences covered by the Act

· What they cover

· When they apply

· What are the penalties for breach
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